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ABSTRACT

The online sexual exploitation of children is facilitated by websites that form virtual
communities, via hyperlinks, to distribute images, videos, and other material. However, how
these communities form, are structured, and evolve over time is unknown. Collected using a
custom-designed webcrawler, we begin from known child sexual exploitation (CE) seed websites
and follow hyperlinks to connected, related, websites. Using a repeated measure design we
analyze 10 networks of 300+ websites each — over 4.8 million unique webpages in total, over a
period of 60 weeks. Community detection techniques reveal that CE-related networks were
dominated by two large communities hosting varied material —not necessarily matching the seed
website. Community stability, over 60 weeks, varied across networks. Reciprocity in
hyperlinking between community members was substantially higher than within the full network,

however, websites were not more likely to connect to homogeneous-content websites.
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HIGHLIGHTS

e An automated data collection tool allowed us to analyze over 4.8 million webpages
e We map the hyperlink networks surrounding child sexual exploitation (CE) websites
e We investigated the website characteristics that comprise CE-related communities

e Networks were structured around 2 large core communities and 3-5 smaller ones

e Hyperlinks were not formed around content similarities between websites
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Liking and Hyperlinking: Community Detection in Online Child Sexual Exploitation

Networks

Research on the sociology of the Internet has shown that online communities matter;
perhaps just as much as offline communities and social interactions. Previously seen as small and
bound by a neighbourhood or village, the minimization of communication barriers afforded by the
Internet (Rheingold, 2006) have facilitated the transition of communities into large, global, social
networks (Wellman, Boase, and Chen, 2002). This transition significantly impacted how people
with similar interests connected. For those conducting illicit activities, the Internet opened up a
new avenue for conducting business and targeting victims. For distributors and consumers of child
pornography, the Internet transitioned a traditionally solitary crime into a globally communal
crime, where material could be accessed instantaneously (Hillman, Hooper, and Choo, 2014).
Previously isolated and facing constant challenges to find new material, the Internet provided
consumers with the opportunity to connect across long distances with like-minded individuals,
who provided moral validation, social support, and access to a constant stream of new material,
often free of charge (Beech, et al., 2008; Estes, 2001; Quayle and Taylor, 2011; Taylor and Quayle,
2003; Tremblay, 2006). Central to the opportunities and support provided online are the networks
that form between individuals and entities (e.g., websites), and the communities that develop from
these networks. As a result, in this paper we take a unique approach to understanding communities
by focusing on the larger, macro-level, networks created between website entities, via hyperlinks.
Specifically, we examine the structure and long-term functionality of child exploitation (CE)
related website communities.

The online distribution of CE material, depicting the sexual abuse of children, is conducted
using a variety of public and private platforms. Central to the online distribution of CE material

are the producers and distributors. However, within the World Wide Web (WWW), the practice



of distribution is heavily influenced by the websites that host the material. Although initially
uploaded by individuals, consumers do not directly access the supplier. Rather, they rely on the
intermediary website to acquire material, and use said website to gain access to other websites
with similar (or different) material. Therefore, the process of CE distribution, within the WWW,
cannot be fully understood without considering the role websites play, as they provide the initial
means for accessing distributors and like-minded offenders. In fact, websites may play an even
greater than suspected role in distribution, as they can dictate, to some degree, who and what
individual consumers have access to, via their connections (hyperlinks) to other suppliers (i.e.,
websites). Therefore, the analysis of websites is central to understanding CE distribution within
the WWW and cyberspace. More specifically, the analysis of the structure of the communities
websites form, how these communities function, and how they evolve over time can have
implications for the development of social policies, the methods used by researchers to study
online child sexual exploitation, the strategies used by law enforcement agencies, and the role of
public and private companies in detection and removal.

In this study, we examine the communities that form around public websites involved in
the distribution of CE material. Although inclusion criteria are used, it is worth nothing that not
all websites we examine are actively distributing CE images. Instead, we study the communities
surrounding 10 known child sexual exploitation websites and thus characterize the networks as
related to them. Connected via hyperlinks, we explore the social structure of website communities,
how these communities are formed, and how they evolve and adapt over time. A supplementary
objective of this study is to introduce the Child Exploitation Network Extractor (CENE), an
automated data collection tool that can be useful in increasing the efficiency of data collection

processes for online research on social problems, and studying graphic and/or traumatizing topics



(e.g., child sexual abuse). In this study, CENE allowed us to process automatically the content and
hyperlink information of 4,831,050 webpages.
Online Communities and lllegal Websites

Website communities are formed through hyperlinks connecting websites directly to one
another. Hyperlink network analysis (Park & Thelwall, 2003) has shown that hyperlinking
practices are purposive, following underlying communicative rationale and providing
opportunities to create and foster alliances (Foot et al., 2003; Park, Kim, and Barnett, 2004; Park,
Thelwall, and Kluver, 2005). Hyperlinked websites often share ideological similarities and are
rarely connected directly to dissimilar websites (Ackland and Shorish, 2009; Adamic and Glance,
2005; Hargittai, Gallo, and Kane, 2008). As a result, hyperlinking can be viewed as a tool used to
create smaller communities, within a larger social network, and provide website visitors access to
like-minded others and targeted content. In social network terms, the action of hyperlinking is a
recognition of the existence of another, important (or strategic) enough to warrant a public display
whereby visitors of the first website can easily transfer to the second.

A central component of the World Wide Web, websites have been appropriated by
offenders in three important ways. First, social networking websites have been exploited by sexual
offenders for grooming victims (Whittle, Hamilton-Giachritsis, and Beech, 2014a; 2014b; Whittle,
et al., 2013), while e-commerce websites are used to acquire financial information (Holt and
Turner, 2012; Pratt, Holtfreter, and Reisig, 2010). Second, criminal websites have been created to
provide offenders with convergent settings (Felson, 2003) where they can ply their trade (Decary-
Hetu and Dupont, 2012) or acquire social support (Tremblay, 2006; Wortley and Smallbone,

2012). Third, websites are developed for the primary purpose of distributing illegal goods and



services (Dolliver, 2015; Steinmetz and Tunnell, 2013; van Hout and Bingham, 2013) and
promoting illicit activities (Milrod and Weitzer, 2012; Chow-White, 2006).

Criminal-based websites have a tendency to operate in isolation from mainstream and
dissimilar illegal websites, preferring to form small communities with like-minded others (Burris,
Smith, and Strahm, 2000; Chau and Xu, 2008; Zhou, et al., 2005). Research into online criminal
communities has found that even for solitary crimes, such as hacking, there exist strong ties
whereby tools and information are actively shared across intricate network connections (Holt,
2009). Within these website communities offenders acquire criminal capital (prestige, notoriety,
and status) through the sharing of tools and information with other offenders (Decary-Hétu,
Morselli, and Leman-Langlois, 2012; Dupont, 2013; Holt, 2007). In acquiring criminal capital,
offenders are more able to form friendships with others that may later translate into co-offending
opportunities (Holt, Blevins, and Burkert, 2010; McCarthy and Hagan, 1995). Subsequently,
websites may play an important role in the co-offending selection process given they function to
facilitate offender transactions by creating points of congregation. As a result, websites can been
characterized as also acquiring criminal capital, through being seen as a place to acquire tools and
information, and to connect with other offenders. By hyperlinking to homogeneous others, the
websites create the boundaries of the community, facilitating and controlling some criminal
opportunities afforded to offenders.

Among offline offender, those who subsequently co-offend often share homogeneous
personal attributes, such as age, sex, ethnicity, residency, or criminal experience (Carrington,
2014; Schaefer, 2012; van Mastrigt and Farrington, 2011; Weerman, 2003). However, research
has been divided as to whether this proclivity towards homogeneity is the result of preference
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and Carrington (2014) found that homogeneous tendencies are not strictly the result of opportunity
structures (e.g., more young men involved in crime) but rather that offenders also make conscious
choices to select co-offenders similar to themselves.

It is unclear whether proclivities towards homogeneity translate to cyberspace. This is
because the structure of the Internet means that co-offenders rarely interact in-person, instead
relying on more secure digital communication methods (Decary-Hetu and Dupont, 2012). As a
result, personal characteristics such as age, sex, ethnicity, residency, or experience are not readily
available —and may not actually matter. Instead, online partnerships may be formed from broad
interests in specific types of crimes, such as racism (e.g., white supremacists) and extremism, or,
like between some offline gang members, facilitated by joint memberships to the same website.

Given that criminal-based websites hyperlink to similar websites (e.g., Burris, Smith, and
Strahm, 2000) and offline criminal enterprises co-offend more along functional ties than ethnic
ties (Malm, Bichler, and Nash, 2011), it follows that the first step in studying CE-related website
communities is to identify the attributes that form the foundation for hyperlinking. As websites are
innate, they do not have any personal characteristics that can be used to promote connectivity.
However, CE-related websites can be characterized by their homogeneity in sex of victim
(boy/qirl), type of content (explicit/non-explicit), or medium of distribution (images/videos/text).
Although, it is also possible that CE-related communities are solely based on broad interests and
that connectivity between websites is more akin to a pure availability model.

There is support for the hypothesis that illicit website communities may function closer to
a pure availability model. Within large piracy communities, websites, such as The Pirate Bay,
appear indiscriminate with regards to the type of content they provide or the websites they

associate. Even those who provide specific types of content, such as television shows (e.g., EZTV),



do not appear to function outside the larger piracy network, or specifically among a community of
television-based websites. However, within smaller Warez-release communities (Basamanowicz
and Bouchard, 2011) and CE communities (Wortley and Smallbone, 2006), the connectivity
selection process appears to be more discriminate. In the distribution of CE-related material, public
websites may try to maximize embeddedness within the larger network by creating communities
with any website, irrespective of content. A third possibility is that they congregate with dissimilar
websites to avoid direct competition and to maximize general appeal, increasing overall consumer
traffic.
CURRENT STUDY

The distribution of CE-related material in cyberspace is conducted using a variety of
methods operating strictly through online means or through a combination of offline and online
tactics (van Wijk, Nieuwenhuis, and Smeltink, 2009). While a large percentage of CE-related
material is distributed through Internet Chat Relay, the Deep Web, and other private networks,
Carr (2004) identified the World Wide Web —which includes blogs, discussion forums, live
webcam feeds, and photo galleries- as the second most prominent source for obtaining CE images.
Supporting Carr’s assertion, recent research suggests that a substantial amount is still distributed
through public, or semi-public, methods via peer-to-peer networks (Latapy, Magnien, and
Fournier, 2013; Steel, 2009; Wolak, Liberatore, and Levine, 2014), BitTorrent networks
(Rutgaizer, et al., 2012) and public websites (Westlake, Bouchard, and Frank, 2011). .

While parallels can be drawn between virtual and non-virtual communities, we propose
that virtual communities are distinct enough to warrant separate conceptual and empirical
treatment. One key reason for this distinction is that virtual communities do not require direct
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websites connect, through hyperlinks, with one another to form virtual “entity-based’ communities.
Through these hyperlinks, public CE-related websites form communities, through hyperlinks, that
facilitate the transmission of content, information, and offender connections, criminal
opportunities, belonging, and validation.

In the current study, we investigate the communities that form within 10 networks of 300+
websites each, 4,831,050 webpages total, beginning with a known child sexual exploitation
website. Using a custom designed web-crawler, we monitor these networks for 60 weeks, allowing
us to study how the communities formed change over time. Drawing on community detection
techniques, we a) describe the website characteristics that comprise and differentiate communities
within the overall network; b) identify the stability of virtual communities over time; and c)
whether hyperlinking tendencies are driven by homogeneous characteristics.

METHODS
Data

The 10 networks and 4.8 million plus webpages analyzed for this study come from a
longitudinal project with the objective to analyze the evolution of the websites involved in the
dissemination of child sexual exploitation (CE) material. Using a repeated measures design, we
analyzed the networks ten times at an interval of 42 days (six weeks). As the data collection process
was network-bound, the computational time required was not limited by the computer but rather
the time to download the data. In order to manage each network’s size and relevance, we
implemented three conditions. First, we created an exclusion list of popular websites (e.g.,
Facebook®©) and false positives (e.g., Disney©) from previous CENE searches, known not to be
directly associated with CE material. Second, we limited the size of the networks to ~300 websites
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inches (four centimeters) by two inches. Once the network size limitation were met, the data was
aggregated up to the server level. In other words, the data on www.website.com/webpagel and
www.website.com/webpage2 were summed and listed under www.website.com. A list of all
websites and webpages scanned were stored and reused at each data collection interval to ensure
that the same webpages, if they were still online, were analyzed at each interval.

Data were collected using a custom-designed web-crawler that followed a snowball
sampling method via hyperlinks between websites (Burris, Smith, and Strahm, 2000; Chau and
Xu, 2007; Frank, Westlake, and Bouchard, 2010; Fu, Abbasi, and Chen, 2010; Zhou, et al., 2005).
Referred to as the Child Exploitation Network Extractor (CENE), the webcrawler designed for this
study operated similarly to automated data collection tools used by various search engines, to index
websites. CENE followed a method similar to that of a person browsing the Internet, looking for
CE material. Beginning with a seed website, known to be related to CE material, CENE scanned
the hypertext markup language (HTML) for our pre-determined CE-identifying criteria. If the
webpage was determined relevant, CENE continued to scan the website, collecting structural and
website characteristics data. Similar to a person viewing the website, CENE then followed
hyperlinks found on the website, to other websites, repeating the criteria search process. If the
hyperlinked webpage was deemed irrelevant (i.e., did not meet the criteria), the website was
discarded and CENE moved on to the next. A website was deemed to be CE-related if the webpage
contained at least one known CE image, from a database of images provided by the Royal
Canadian Mounted Police (RCMP), or at least seven keywords, from a list of 82, relevant to child
sexual abuse.

Seed Websites



Each network began with a seed website selected from one of two sources. The first source,
accounting for four seeds, was a list of websites, provided by the RCMP, known to distribute CE-
related material. The second source, was a list of websites identified in previous CENE searches
to be engaged in CE-related dissemination. This included, but was not limited to, image or video
distribution or acting as an access point to CE websites. To partially account for the nature of the
seed biasing the characteristics of the sample derived, five of our ten seeds were blogs while the
other five were sites. A blog was defined as a website with user-generated posts in a traditional
web-log setup. A site was defined as a website with interlocking webpages, which did not meet
the criteria of a blog, including discussion forums and photo galleries. Each network began with
an average of 305.10 (s.d. =2.33) websites and was re-crawled every 42.14 (s.d. =4.45) days.

Website Inclusion Criteria

Keywords: The 82 keywords used by CENE were found to be the most prevalent in online
CE dissemination networks (Hurley et al., 2013; Latapy, Magnien, and Fournier, 2013; LeGrand,
et al., 2009; Steel, 2009; Vehovar, et al., 2009) and categorized into three groups. The first group
were code keywords (27) commonly used by offenders to alert one another to content, such as pthc
(pre-teen hardcore). The second group were thematic keywords (23) not directly linked to child
sexual abuse but typically present on such websites (e.g., boy, girl, child). The third group were
sex-oriented keywords (32) referencing sexual organs and acts (e.g., pussy, cock, oral).

Child Exploitation Images: CE images were identified using a hash value database
provided by the RCMP. A hash value is a 32-hexidecimal code that functions similar to a digital
fingerprint. Each computer file is given a hash value based on its binary composition. When a file
is edited, even minimally, a new hash value is created. Tretyakov, and colleagues (2013) state that

the chances of two distinct files having the same hash value is ‘negligibly small® (1/22%4),



According to section 163.1 (1) of the Canadian Criminal Code (CCC, 1985), child
pornography includes “... any written material, visual representation, or audio recording” of a
person “under the age of eighteen years and is engaged in or is depicted as engaged in explicit
sexual activity”. Unlike the United States and Australia, the definition of child pornography is
uniform across Canada and, like the United Kingdom and Australia, includes real or computer-
generated visual representations (see Gillespie, 2012). Although section 163.1 (6) (a) of the CCC
states that “No person shall be convicted of an offence... [if it] has a legitimate purpose related to
the administration of justice or to science...”, at no point did we store CE images. The data
collection process consisted of retrieving the image into memory, analyzing it, and storing the
summative image data (hash value and location).

Last updated on June 1%, 2012 (CENE was launched in July 2012), the database contained
2.25 million hash values classified into three groups (see Table 1). The first group (Child
Exploitation) contained 618,632 images that, according to the CCC, met the definition of child
pornography. The second group (Child Nudity) contained 652,223 images that would probably be
considered child pornography but have not yet been brought before a judge. The third group
(Collateral) contained 981,232 images that do not meet the definition but were important enough
to be collected by offenders. Images in this category may have included initial photographs taken
by an offender, of a child, prior to the removal of clothing.

Table 1. Description of the categories of keywords and hash values used by the web-crawler.

Keywords Hash Values
(Number) (Number)
Category 1 Child Exploiter-Code Child Exploitation
(27) (618,632)
Category 2 Thematic Child Nudity
(23) (652,223)

Category 3 Sex-Oriented Collateral




(32) (981,231)

Website Composite Variables

During data collection, CENE identified the total number of webpages, images, videos,
keywords, and incoming and outgoing hyperlinks for each website. From these we created
composite variables to describe the characteristics of websites and the communities they form.

Type of Focus

Sex (Boy/Girl): Using the relative frequency of specific keywords, we classified each
website as being boy or girl oriented. The keywords used for these classifications were: boy, son,
twink, penis, and cock, or girl, daughter, nimphets/nymphets, Lolita/lola/lolli/lolly, vagina, and
pussy.

Content (Explicit/Non-Explicit): Using the relative frequency of specific keywords, we
classified each website as being focused on explicit or non-explicit material. The composite explicit
measure consisted of 21 keywords related to severe sexual abuse (e.g., cries, torture, and rape).
The composite non-explicit measure consisted of 15 keywords related to personal characteristics
(e.g., innocent, lover, smooth).

Medium (Image/Video/Story): Using the relative frequency of three types of media found
on websites, we classified each website as primarily distributing images, videos, or stories. First,
for image and video, we used the average number of instances of each medium found on a
webpage. For story, we used the average number of our 82 keywords found on a webpage. Second,
each website was given a standardized score (0.00 to 1.00) for each medium, relative to the other
websites within the network. For example, the website with the most images per webpage was
given a score of 1.00 while every other website was standardized against this website, on the same

measure. For whichever medium a website received the highest score was its classification.



Connectivity

Incoming/Outgoing Hyperlinks: A website’s connectivity was determined through the
number of (unique) incoming and outgoing hyperlinks found. Whether Website A hyperlinked to
Website B eight times or two times, the connections counted as one outgoing hyperlink for Website
A and one incoming hyperlink for Website B. Incoming can be viewed as a measure of popularity
while Outgoing a measure of a website’s attempt to reach out to the community and integrate.
Community Detection
We considered a variety of community detection methods (e.g., Moody and White, 2003%) to
identify the cohesive sub-groups that comprised a larger network of websites, and narrowed our
selection to the faction analysis algorithm available in the UCINET software (Borgatti, Everett,
and Freeman, 2002; also see de Amorim, Barthelemy, and Ribeiro, 1992; Glover and Laguna,
2013). Our preliminary analyses also included the Girvan-Newman method (Girvan and Newman,
2002; Newman and Girvan, 2004). Although both methods seek to find distinct sub-groups within
a larger network, by maximizing the density? between group members and minimizing density
between non-group members, they differ with how they identify the communities. The Girvan-
Newman method identifies cohesive sub-communities by generalizing Freeman’s (1979) concept
of betweenness centrality to all edges in a network—what Girvan and Newman termed edge
betweenness. The sequential removal of edges with high betweenness centrality effectively
separates groups of actors that are more cohesive. As a result, Girvan-Newman is less adept at

handling directed (non-reciprocal connections) networks such as those studied here. Our

Although alternative method allow for the identification of nested subgroups allows for multiple group
memberships (see Moody and White, 2003), we chose to focus on the “home base” community of these websites as
a first step to understanding connections within this environment.

2 Density is the proportion of direct connections found between nodes in relation to all possible connections between
nodes (Garton, Haythornthwaite, and Wellman, 1997).



comparative analysis confirmed this limitation, as the Girvan-Newman did not produce
satisfactory results (i.e., low modularity and similarity within communities).

The faction analysis algorithm we used begins with a random partition and tries to build
the solution that maximizes the density in a number of groups selected in advanced by the
researcher, moving individuals from one group to another until a solution deemed optimal is
determined (de Amorim, Barthelemy, and Ribeiro, 1992; Glover and Laguna, 2013; Zhao, et al.,
2011). Because faction analysis begins with a random partition, it is possible to obtain different
results each time the method is conducted. Using a range between 2 and 20 communities, faction
analyses were conducted multiple times, on each network, at each data collection point (wave), to
ensure consistency. Based on goodness of fit models and visual inspection, optimal community
configurations were selected and used for subsequent analyses. Goodness of fit was determined
through the “final proportion correct’, which is the sum of the number of ties between websites in
different factions divided by the total number of ties, and ‘Q value’, which provide the percentage
of network ties that are within a community (Carolan, 2013). The average goodness of fit, across
all ten waves of data collection, ranged from 0.81 and 0.85. Within each network, there was
minimal between-wave variance (<0.01) in goodness of fit values.

Homophily

The tendency for two, similar, entities to associate with one another is called homophily
(McPherson and Smith-Lovin, 1987). In delinquency research, the study of homophily often refers
to similarities between co-offenders on attributes such as sex and age (Carrington, 2014; van
Mastrigt and Carrington, 2014). However, the probability that two connected entities (e.g., people
or websites) will be similar on an attribute is dictated by the demographics of the subject pool. For

example, in a subject pool consisting of five boys and two girls, the baseline probability that a boy



will randomly be connected with another boy is greater than the probability they will be connected
with a girl. Therefore the preference for homogeneity needs to account for the connections that
exist and compare them to the expected connections, based on the subject pool structure.

To determine whether websites were more likely to connect with similar websites, we used
a formula adapted by van Mastrigt and Carrington (2014), to measure expected and observed
homophily. Expected homophily is the number of connections expected between similar websites,
based on a random distribution of connections. As the probability of homogeneity and
heterogeneity need to be determined, expected homophily is calculated using combinatorics. The
formulas for expected homophily are as followed: EH1,=p"; EH2n=q"; EH3,=1-(p"+q") and
explained through the following example, where p= proportion of explicit, q= proportion of non-
explicit, and n=2 (number of nodes in partnership). The probability that explicit websites are
connected is determined by the explicit/non-explicit composition of the network’s websites and
the size of the desired homogeneous group. In a network with 75% explicit websites, the
probability of a dyad explicit partnership is 0.752 and 0.25? for a non-explicit dyad. Therefore, the
probability of an explicit/non-explicit dyad is 1-(0.75%+0.25%). These probabilities are then
compared to observed homophily?® using a X2. We measured homophily across the website type of
focus: sex of victim, content, and medium.

RESULTS

The 10 networks generated very similar social structures. Across the networks, Wave 1
consisted of two large, central, communities —accounting for 77.97% of websites— and three to five
smaller, surrounding, communities. Average community density for site networks was 0.445, and

0.341 for blog networks. Network websites were overwhelming boy-oriented (79.2%), non-

3 Observed homophily is simply the actual number of ties between explicit and non-explicit websites



explicit (86.7%) in their sexual content, and image-focused (81.6%). As shown by Table 2,
predominant network characteristics appeared influenced by the seed website. All 10 seed websites
were non-explicit; the two networks beginning with a girl-oriented seed contained the highest
percentage of girl-oriented websites (89.0% and 71.4% compared to 5.9% for the other eight
networks); and the two video-focused seeds had above average counts of video-focused websites
(7.2% and 11.2% compared to 6.7% for the other eight networks). With the exception of blog
network 4 and 5, each network’s seed was located within one of the two central communities.
Finally, all but blog seed 3 was active at the conclusion of the study.

Table 2. Characteristics of the seed, and of the network of hyperlinked websites around it

#0of CE #of CN # of % % Boy % % Video
Images Images Collateral Explicit Oriented Image  Focused
Images Focused Focused
Site 1 342 24 329 8.9 96.4 76.7 17.7
Seed 4 0 0 Non- Boy Image
Explicit
Site 2 3112 47 2544 12.0 95.5 88.2 4.2
Seed 0 0 0 Non- Boy Image
Explicit
Site 3 516 161 414 6.6 97.4 85.5 53
Seed 27 0 27 Non- Boy Image
Explicit
Site 4 1292 1 1186 14.8 99.0 87.5 7.2
Seed 0 0 0 Non- Boy Video
Explicit
Site 5 0 17 0 12.3 11.0 72.6 8.4
Seed 0 0 0 Non- Girl Image
Explicit
Blog 1 5255 125 3146 23.9 74.5 85.3 2.3
Seed 0 0 0 Non- Boy Image
Explicit
Blog 2 1308 14 904 12.0 98.4 81.2 6.8
Seed 2 0 14 Non- Boy Image

Explicit



Blog 3 610 70 305 7.5 97.7 86.9 5.2

Seed 0 0 0 Non- Boy Image
Explicit
Blog 4 898 9 351 11.2 93.7 75.6 11.2
Seed 0 0 5 Non- Boy Video
Explicit
Blog 5 1 13 0 24.2 28.6 82.7 3.3
Seed 0 0 0 Non- Girl Image
Explicit

It is useful to focus on ‘representative’ networks (closest to the average across network
characteristics) in order to illustrate some of the more detailed findings. Figure 1 displays
representative site network 1 (Sweet Love?), and Figure 2, blog network 2 (Teddy Bear), with
the seed-website circled. To aid in identification and subsequent recall of communities being
described, their names are derived from the most prominent characteristic(s). Although the
networks are large enough that the specific connections between websites cannot be emphasized,
the figures still provide an important visual display on how dense are the hyperlinked networks
formed and how the pockets of websites, cohesive enough to be identified as communities, form
around the core. Figure 1, for example, shows different communities forming around the
distribution of videos, despite the seed being image focused (only 0.08 videos per webpage).
Figure 2, instead, shows a pattern around sub-communities specializing in the distribution of
images, much like the seed. The first network (Figure 1), which started from a boy-oriented
illegal website, even included a community of adult gay videos (right side of the figure). That
community is slightly more isolated from the rest of the network, and as shall be seen below, is

the only one without a trace of illegal or grey area material.

4 To preserve the anonymity of the websites, we use fictitious web domain names for the purpose of this study.



Table 3 summarizes the community characteristics of the two network representatives
Sweet Love and Teddy Bear. As was the case across all ten networks, websites were predominantly
boy-oriented; 96.4% (294/305) in Sweet Love and 98.4% (304/309) in Teddy Bear. The two core
communities within each network differed from the surrounding communities in two key ways.
First, the majority of illegal images were within the two core communities (Table 3a). Within
Sweet Love, the community Network Core (n=142) contained 95.3% of CE images and 94.5% of

Collateral images. Within Teddy Bear, the community CE Image Core (n=117) contained 72.9%



Figure 1a: Network of site Sweet Love (bold white circle) at Wave 1, displaying its six communities
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COMMUNITIES IN ONLINE CHILD SEXUAL EXPLOITATION NETWORKS

of CE images and 88.8% of Collateral images. Second, the two core communities within each
network contained the vast majority of websites publishing videos.

Within each network, websites that clustered together often shared some prominent
characteristics. In the two networks where the seed-website was not located in one of the primary
two communities, the seed did not appear to influence the community characteristics. For example,
blog seed 4 was the only video-focused website within their community while blog seed 5’s
community was more than 40% boy-oriented; despite the seed being one of two girl-oriented seeds.
Focusing on the two representative networks, within Sweet Love, communities Hyperlinking
Videos (n=5) and Hyperlinking Images (n=3) contained websites that could be characterized as
brokers; hyperlinking out to between 30 and 50% of all the websites within the network. Gay Adult
(n=26) was comprised of adult gay content -based on website names and type of content- while
Video Distribution (n=116) was core to the network but distributed video content. In Teddy Bear,
similar patterns emerged. Communities Boy Images #1 (n=5) and Boy Images #2 (n=5) distributed
boy images while CE Images Core (n=117) predominantly distributed known illegal images.
Together, these communities, especially Sweet Love’s Video Distribution (#6) and Teddy Bear’s
CE Images Core (#2), suggest that some websites will become close-knit with websites that they

share important similarities.



COMMUNITIES IN ONLINE CHILD SEXUAL EXPLOITATION NETWORKS

Table 3a: Community size and CE image composition for representative networks Sweet Love (site) and Teddy Bear (blog).

Community Name Count Avg. CE Images Child Nudity Collateral
(% of Nb. of (% of Images Images
Network Pages per Websites) (% of (% of
Websites) Website Websites) Websites)
Network Core 142 917.8 326 24 311
(46.6) (7.8) (16.9) (6.3)
Video Distribution 116 1671.0 1 0 10
(38.0) (0.9) (0.0) (0.9)
Gay Adult 26 299.2 0 0 0
Sweet (8.5) (0.0 (0.0) (0.0
Love Boy Images 13 243.5 13 0 6
4.3) (30.8) (0.0) (23.1)
Hyperlinking Video 5 1864.4 1 0 1
Sites (1.6) (20.0) (0.0) (20.0)
Hyperlinking Image 3 1866.7 1 0 1
Sites (1.0) (33.3) (0.0) (33.3)
Network Core 134 972.7 233 1 14
(43.4) (2.2) 0.8) (0.8)
CE Images Core 117 5215 953 13 803
(37.9) (10.3) (11.1) (6.8)
Teddy Hardcore Boy 48 4298.7 43 0 42
Bear (15.5) (2.1) (0.0) (2.1)
Boy Images #1 5 617.0 66 0 32
(1.6) (40.0) (0.0) (40.0)
Boy Images #2 5 2695.4 13 0 13

(1.6) (40.0) (0.0) (40.0)




Table 3b: Content and connectivity descriptives, by community, for representative networks Sweet Love (site) and Teddy Bear (blog).

Community % % % % % Avg. Avg.
Name (Count) Explicit Boy Video Image Story Outgoing Incoming
Network Core 4.9 93.0 19.0 71.8 9.2 21.8 26.4
(142)
Vid. 17.2 99.1 21.6 75.0 3.5 18.4 23.5
Distribution
(116)
Gay Adult 0.0 100.0 0.0 100.0 0.0 29.7 29.4
Sweet (26)
LoV Boy Images 0.0 100.0 7.7 92.3 0.0 48.3 17.2
(13)
Hyperlinking 0.0 100.0 20.0 80.0 0.0 109.6 23.4
Video Sites (5)
Hyperlinking 0.0 100.0 0.0 100.0 0.0 157.3 21.7
Image Sites (3)
Network Core 16.4 99.3 9.0 76.9 14.2 23.8 30.0
(134)
CE Images Core 4.3 97.4 6.8 88.0 5.1 32.0 32.0
(117)
Teddy  Hardcore Boy 20.8 97.9 2.1 72.9 25.0 17.3 10.7
Bear (48)
Boy Images #1 0.0 100.0 0.0 100.0 0.0 65.8 16.2
(5)
Boy Images #2 0.0 100.0 0.0 100.0 0.0 64.6 12.4

©)




Central to the notion of community cohesion is mutual acknowledgement. In network
terms, mutual acknowledgement can be categorized as the percentage of connections (i.e.,
hyperlinks) that are reciprocated amongst community members. Across the ten networks,
reciprocity was 23.0% (22.6% for site networks and 23.4% for blog networks). However, we
observed higher cohesion when examining within-community reciprocity. As would be expected,
smaller communities were substantially more cohesive than larger communities. For example,
weighting each community equally, communities with more than 100 websites had a reciprocity
of 27.4%, compared to 53.1% within communities with less than 100 websites. For communities
with less than 30 websites, reciprocity averaged 47.7%. While smaller communities were more
reciprocal, the presence of known CE images did not enhance or decrease reciprocity. This finding
held at multiple cut-off points for both number of CE images and websites.
Change in Community Composition

The stability, or volatility, of virtual communities is important for understanding how
quickly online networks evolve. If connections between websites are transient, in place only to
serve a specific purpose and then removed, then distribution networks can be seen as operating
closer to a pure availability framework. However, if the connections are long-lasting, this suggests
that relationships are more likely to form between websites and their operators. That is, they are
in a better position to develop a certain level of trust with specific websites and work together to
achieve a common goal. To measure stability, we had to force select the number of factions at each

time point to allow for cross-wave comparison®. Upon selecting the best stable community

> For each network, faction analyses were conducted at each wave for four to 18 clusters. The corresponding final
proportion correct and g-value were compared within and between waves. The cluster formation that corresponded
to a high final proportion correct and g-value, compared to the other cluster formations, was selected. In situations
where the highest final proportion correct and g-value was not selected, these values did not differ from the highest
by more than 0.1%.



structure, across the duration of the study, community movement was calculated at each wave. If
a website moved from one community to another at any point during the study period, it was
classified as being dynamic.

Results of the community stability analyses reveal equal consistency and instability in
group membership. Nearly half (48.86%) of all websites did not transition to another community
within their network, with less between-network variability amongst blog seed networks. Within
blog networks stability ranged from 44.1% to 67.0% (s.d. =9.9%), while community stability
ranged from 14.8% to 76.0% (s.d. =20.8%) in site networks. Amongst the ten seed websites, three
remained in the same community throughout while five switched communities three or more times.
The five most stable seeds remained in the two largest communities. Where community stability
was the lowest —site network 5, blog networks 3 and 5— seed-websites experienced the highest
rates of community movement. Figure 2 displays stability for the three largest communities —where
stability could best be measured— in Sweet Love and Teddy Bear. We also identified the number
of websites that switched between two communities and more than two.

Community transition most often involved websites from smaller communities moving to
one of the two core communities; potential evidence of smaller websites being ‘accepted’ into the
larger community. In some situations, community transition was cluster-based. For example, in
Sweet Love, 14 websites moved from Gay Adult to Boy Images at Wave 4. However, at Wave 5,
all 14 rejoined Gay Adult. Finally, some websites oscillated between the two core communities.
Within each network, the stability of the two core communities was higher than the surrounding,
smaller, communities. Community movement was dominated by websites within the smaller
communities transitioning to the core communities. There were some exceptions to this such as

Boy Images from Sweet Love, where 11 out of the 13 websites remained in the same community



throughout the study. Boy Images community was also one of only a handful that saw an increase
in the quantity of known child exploitation images from Wave 1 to Wave 10. Smaller stable
communities might be evidence of some websites insulating themselves from potential infiltration
and/or detection.

Figure 2: Community stability in the three largest communities in site network Sweet Love and
blog network Teddy Bear.
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Homogeneity between Connected Websites

As entities, websites do not possess any personality characteristics to examine as predictors
of websites selecting similar others. In order to determine homophily amongst connected websites,
website content characteristics are logical choices for analyses. Using two of the composite

variables® created from our keywords -severity (explicit/non-explicit), and medium

® The boy/girl orientation of a website was not analyzed for homophily because the vast majority of websites
examined were boy focused (over 95% in most networks). We did run the sex homophily analysis on the two
networks with a majority of girl-oriented websites, and that although not statistically significant girl-oriented
websites did cluster at higher than expected rates. In Blog 5, 68% versus 38% while in Site 5, 84% versus 78%.



(image/video/story) — we explored whether websites purposely connected to websites with the
same composition. The results suggest that websites do not show a strong tendency for homophily
in terms of severity, or the medium predominantly used. Sexually explicit websites were just as
likely to connect to non-explicit websites, and rarely did we find the medium used on websites
leading to these websites narrowing down their hyperlinks to websites emphasizing similar media.
Diversity, rather similarity, appears to drive the hyperlinking among the websites analyzed in this
study.
DISCUSSION

Growth in the prevalence of cybercrime has necessitated increased research into criminal
processes conducted online. For many cybercrimes, websites play a crucial role in facilitating
criminal activities. While initially produced by individual offenders, the distribution of child
sexual exploitation (CE) material is heavily influenced by public websites that host and
disseminate images, videos, and other content, and connect individual offenders with each other.
The vast amount of data available on the Internet, and public websites especially, provides an
opportunity for innovative conceptual and methodological approaches to studying online (and
offline) criminal processes. In the current study, we designed an automated tool to collect data on
websites involved in the dissemination of CE material and the surrounding hyperlinked websites.
From this examination we can assess how criminal-based website communities structure and
function within the larger network, and how they evolve over time. We focus on two main findings
from this study and conclude with a discussion of the implications for subsequent research into co-
offending selection processes.

First, we found that despite having stronger ties (more reciprocated hyperlinks),

communities were not comprised of websites focused on specific types of content. This finding



extended beyond the macro, community, level to the micro, website, level, as our homophily
analysis revealed that websites focused on the same type of content did not connect with
homogeneous others at higher than expected rates. Although prior research on these issues is
scant, this finding contrasts with those of Burris et al. (2000) who found that the online White
Supremacists community showed a clear preference for connecting to websites with similar
interests. The lack of content-based clustering found in our study may be indicative of the
multiplicative nature of the Internet. In cyberspace CE material can easily be copied from one
website to another. This easy access to content means that websites do not need to be closely
connected to similar websites. In fact, the nature of the Internet may mean that multiple
connections to similar websites may have negative consequences. While connecting with
homogeneous others may provide access to preferred content, the wide distribution of material
might mean that the law of diminishing returns applies —being connected to many similar
websites may provide access to competitors, leading to lost traffic (e.g., visitors preferring the
‘new’ website). This conclusion is supported, in part, by Burris, Smith, and Strahm’s findings
that among commercial White Supremacist enterprises, network cohesion was lower, as they

competed for customers.

On the other hand, actively connecting to heterogeneous others may provide the greatest
array of opportunities for CE-related websites. Like the experienced offender who diversifies their
connections, in part, to diversify criminal opportunities (Tremblay, 1993), a website’s ability to
connect to a variety of CE content types maximizes their potential traffic and partners for
exchanging material. A website potentially increases its appeal by providing one type of content
directly (via text, images, or videos), and a variety of types indirectly (via hyperlinks). As our

analyses were focused on the content distributed, it remains possible that websites do connect to



homogeneous others based on other, unmeasured, characteristics, such as the type or quantity of
community members, the ability to acquire and distribute new material, the personal relationships
between website operators, or the aforementioned age of the victim depicted.

It is important that we also acknowledge the possibility that, outside of a few choice
connections, the communities that form around public websites disseminating CE material base
their hyperlinking practices on pure availability. Public websites may operate as catch-all
marketplaces with their primary purpose being to attract and connect as many people as possible,
regardless of their primary material of interest. This possibility is reinforced by the similarities
between the distribution mechanisms of piracy (e.g., Drachen and Veitch, 2013; Qu, et al., 2013)
and CE material. At some point a website provides a new piece of content. Shortly after, every
other website copies that piece of content from one another, ignoring the original source, and
integrates it into their community. This method allows for the quickest access of material, through
division of labor, and minimizes the risk for the originating source as it becomes nearly impossible
to identify the original due to slight modifications during each replication (e.g., resizing of the
image). If this is true, that large illicit networks improve efficiency, increase deindividuation, and
reduce risk (McGloin and Piquero, 2010), this diffusion method provides a suitable online
adaptation. Contrary to many illicit enterprises that strive to confirm the adage that ‘small is
beautiful’ (e.g. Bouchard and Ouellet, 2011; Reuter, 1983), public CE-related communities may
function under the premise that any connection is a good connection.

Are online hyperlinking ties so different from offline ties, and should we expect higher
numbers than the ones we found in this study? Our second main finding was that community
stability varied across networks and no consistent trends could be uncovered. Unlike connections

in offline criminal communities, which can easily be severed through inactivity, the removal of a



hyperlink between two websites requires a conscious effort on the part of the operator(s) to sever
the connection. That is, hyperlinks between two websites do not have natural decay periods. This
same phenomenon can be extended to all cyber-relationships. For example, friendship ties on
social networks websites (e.g., Facebook©) are only severed when a person consciously
‘unfriends’ a relationship. With this in mind, it is important to note that the presence of a hyperlink
between two websites should not be viewed as evidence of a strong connection between the
websites. Rather, the presence of the hyperlink is simply an acknowledgement of awareness and
that the connected websites share a common interest.

Given the lack of research on criminal community stability it is difficult to say definitively
whether our finding of 49% community stability is different from offline criminal communities.
While the level of care and nurturing required for a virtual connection may be lower than for an
offline connection, it is worth noting that Kreager and colleagues (2011) reported a group stability
of 35% between grade 8 and 9 for offline adolescent friendships, slightly lower than our virtual
communities followed for 60 weeks. One key difference between offline and online criminal
communities is that the lower amount of efforts required to maintain a connection in cyberspace
may facilitate the creation of larger criminal communities, with potential implications for the
creation of offending opportunities.

Research into gang member activities online has suggested the potential for increased
offending opportunities through the collective identity that forms between users on websites
(Pyrooz et al., 2015). Pyrooz et al. note that while the collective identity may enhance offline
connections, it may also supplement the offline identity, extending personal offending
opportunities. Translated to CE, the collective identity formed through membership to the same

CE-related website can facilitate offending opportunities between users, assisting in the



development of larger, criminal diverse, offender networks with few requirements for upkeep
beyond website membership. Tremblay (2006) demonstrated as much in his study of “boy lover”
online communities which provided the kind of identity support that some pedophiles were lacking
prior to the Internet.

While the website communities formed provide individual offenders with the opportunity
to acquire criminal capital (McAndrew, 2000; McCarthy and Hagan, 1995; McGloin and Piquero,
2010), they also provide opportunities for non-criminal physical, economic, social, or
psychological exchanges which may otherwise be unattainable. These added benefits have been
found in both offline (Morselli, Tremblay, and McCarthy, 2006; Weerman, 2003) and online
contexts (Taylor and Quayle, 2003; Tremblay, 2006). As such, it is important that co-offending
research goes beyond the immediate criminal event, and examines the role of the broader criminal
community in which offenders are embedded, and how its structuring may impact co-offending
opportunities. Online, this means examining the communities formed between websites and even
within a website, as they provide information on how partnerships materialize, what steps are taken
to nurture said partnerships, and the success of the partnership.

Cyberspace has evolved to play a central role in today’s society. However, the fast-pace
and abundant amount of data available has presented challenges to social science researchers
studying online phenomena. The emergence of the subfield *big data’ addresses some of these
challenges. As shown in this study, online communities are part of a larger global network, with
many interconnected pieces. Big data research fills an important gap as previously ‘un-
researchable’ questions of criminological and sociological interest can now be answered (e.g.,
How large and how homogeneous are online communities? What drives online connections and

what content do we find in these millions of connected webpages?). Progress in data collection



techniques (e.g., webcrawlers) and analytic methods are changing the kinds of questions we can
pose with clear implications for theoretical advances in cyberspace studies.
Limitations

Our study was subject to three primary limitations that we feel deserved specific attention.
First, identifying communities within a network is a subjective process. If tasked with deriving a
specific number of communities from any group of people, entities, or objects, a solution can be
found. However, it does not necessarily mean that the solution found is the most suitable choice
nor that it has any significant meaning. Therefore, it is important that we acknowledge the
possibility that the communities we identified were not the most accurate representation of the true
nature of the larger network. To best address this possibility, we undertook the community analysis
with no preconceived expectations and allowed the final proportion correct (goodness of fit) and
community densities dictate the number and size of each community. In addition, we tested
goodness of fit for between four and 18 communities and conducted our analysis across ten
networks, starting from two different website types (blog/site). As our final proportion correct was
high (0.80 to 0.85), within-network variance was low (<0.01), and each network was similar in the
number of communities, we believe that our interpretation of the community structure of our
networks was valid.

Second, faction analysis functions under the notion that nodes, in this case websites, can
belong to only one community. Research into multiplexity offers plenty of theoretical and
empirical support for how individuals belong to multiple, partially overlapping, communities (e.qg.,
Feld, 1981; Krohn Massey, and Zielinksi, 1988; Papachristos and Smith, 2014). Although a nested
community detection analysis (see Moody and White, 2003) would have allowed for multiple

group memberships, we elected to focus on each website’s “‘home base’ as allowing 300+ websites



to each belong to multiple communities would have made the analysis unnecessarily complicated
and removed some of the meaningfulness of a website’s primary community attachment.

Third, as the data collection process was automated and not exhaustive, it is unclear
whether each website included in a network was directly involved in the dissemination of CE
material. As offline delinquent peer groups are interspersed with non-delinquent peer groups
(Kreager, Rulison, and Moody, 2011; Haynie, 2002), we would expect that pattern to exist online,
with delinquent websites being connected to non-delinquent websites. However, a website does
not need to be directly distributing CE material to be CE-related. Websites that connect to other
websites distributing CE material can act as gatekeepers to material and perpetuate the distribution
process by providing direct access. Although, we included those not directly distributing CE
material, to preserve the reality of the larger online social structure, our inclusion criteria (images
or keywords) should have minimized false positives, or more colloquially guilty-by-association.

CONCLUSION

Using a repeated measures design, to study the communities surrounding websites
distributing child sexual exploitation (CE) material, we found that networks were comprised of
two, large, core communities surrounded by a series of smaller communities. Known CE images
were rarely found once we moved away from the immediate communities surrounding the seed
website. Homophily within various content types was no greater than would be expected had
websites been connected at random. Findings from this study shed light on the communal nature
of CE distribution in cyberspace and how CE-related website connect. It also provides a framework
for future research into co-offender selection processes, as the opportunities afforded to individual

offenders are influenced by the macro network structure they reside within.



The public nature of the Internet provides an ideal setting for exploring social science
questions that may otherwise be difficult to measure offline. The key is whether the processes
identified online can be applied offline, and vice-versa. While outwardly different, online and
offline criminal practices have been suggested as overlapping extensively (Grabosky, 2001).
Moreover, online practices have been shown to influence offline criminal networks (Moule,
Pyrooz, and Decker, 2014; Pyrooz, Decker, and Moule, 2015). It is conceivable that how other
social problems manifest online may be indicative of how they function offline. Therefore, the
Internet, and the use of automated data collection tools, may provide a huge advantage for
accessing hard-to-reach populations, answering research questions that require additional
anonymity, and examining how the Internet has modified societal processes.
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